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Abstract

With the development of financial technology, money laundering activities have become diversified
and concealed. Traditional anti-money laundering (AML) monitoring methods are struggling to meet
current regulatory requirements. This paper proposes an anti-money laundering suspicious
transaction monitoring system based on deep learning. The system collects transaction information
and personal data in real-time, and utilizes Generative Adversarial Networks (GANs) and rule
systems for in-depth analysis of transaction data to identify and warn of suspicious money laundering
activities. The study aims to enhance the accuracy and efficiency of AML monitoring, providing

strong technical support for financial institutions.
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1. Introduction
1.1 Research Background and Significance

Under the backdrop of a globalized economy,
money laundering has become a serious
challenge faced by the international community.
Money laundering not only destabilizes
financial markets but also provides funding for
various criminal activities, posing a threat to
social order and security. With the rapid
development of financial technology, money
laundering methods have become increasingly
covert and complex, making traditional AML
monitoring methods less effective. Therefore,
developing new AML monitoring technologies
is of significant practical importance and
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urgency.
In recent years, deep learning, as an important
branch of artificial intelligence, has achieved
remarkable results in image recognition, natural
language processing, and other fields. Applying
deep learning technology to AML monitoring is
expected to improve the accuracy and efficiency

of monitoring systems, providing strong
technical support for combating money
laundering.

1.2 Research Status at Home and Abroad

Internationally, many countries and regions
have recognized the importance of using
advanced technology to combat money
laundering and have conducted a series of



research and practices. For example, the U.S.
Financial =~ Crimes Enforcement Network
(FINCEN) uses machine learning technology to
analyze a large amount of financial transaction
data to identify suspicious transactions.
Financial institutions some European
countries have also attempted to use artificial
intelligence technology for AML monitoring.

Domestically, with the rise of financial
technology, domestic scholars and financial
institutions have begun to pay attention to and
explore the application of artificial intelligence
in the field of AML. Some researchers have tried
to build AML monitoring models based on
machine learning, but still face challenges in
data quality, model generalization ability, and
other aspects in practical applications.

in

1.3 Research Objectives and Contributions

This study aims to build an AML suspicious
transaction monitoring system based on deep
learning to improve the accuracy and efficiency
of monitoring. The main objectives of the
research include:

e Analyzing and summarizing the
characteristics and patterns of money
laundering to provide a
theoretical basis for building monitoring
models.

activities

e Designing and implementing an AML
monitoring system based on deep
learning, including key technologies
such as data collection, feature
extraction, model training, and
suspicious transaction identification.

e Validating the effectiveness of the
system through experiments and
evaluating its performance in practical
applications.

The innovations and contributions of this

research are mainly reflected in:

e Proposing an AML monitoring method
that combines deep learning and rule
systems, enhancing the accuracy and
adaptability of the monitoring system.

e Developing a complete AML monitoring
system, including data preprocessing,
feature engineering, model training, and
evaluation, providing a feasible solution
for practical applications.

e Validating the effectiveness of the
system through extensive experiments,
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providing new technical means for AML
monitoring.

2. Theoretical Foundation
2.1 Basic Knowledge of Anti-Money Laundering

Anti-Money Laundering (AML) refers to the
actions taken to combat money laundering
activities, prevent and combat criminals from
concealing and disguising the nature and source
of the proceeds of crime through various means,
and make them appear legitimate. Money
laundering activities usually
transferring and converting illicitly obtained
funds through banks or other financial
institutions to cover up the true source and
ownership of the funds. The basic knowledge of
AML includes understanding common money
laundering methods, processes (such as
placement, layering, and integration), as well as
relevant laws and regulations. In addition,
understanding international AML standards,
such as the recommendations of the Financial
Action Task Force (FATF), is crucial for building
an effective AML monitoring system.

involve

2.2 Deep Learning Theory

Deep learning is a subfield of machine learning
based on the research of artificial neural
networks, especially the use of multi-layer
neural networks for learning and pattern
recognition. Deep learning models can
automatically extract complex features from raw
data without human intervention. In the field of
AML, deep learning can be used to identify
transaction  patterns,  predict  suspicious
activities, and discover abnormal behaviors from
a large amount of transaction data. The key to
deep learning is to build algorithms that can
learn automatically, such as Convolutional
Neural Networks (CNNs), Recurrent Neural
Networks (RNNs), and Long Short-Term
Memory Networks (LSTMs), which perform
well in processing time series data and complex
pattern recognition.

2.3 Principle of Generative Adversarial Networks
(GANs)

Generative  Adversarial Networks (GANs)
consist of a generator and a discriminator that
compete with each other during the training
process. The goal of the generator is to produce
realistic data, while the discriminator tries to
distinguish between real data and data
generated by the generator. In the AML
monitoring system, GANs can be used to



generate simulated transaction data for training
and testing monitoring models. In addition, the
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simulate new money laundering strategies,
thereby enhancing the adaptability of the

discriminator of GANs can be trained to identify monitoring system to unknown money
suspicious transactions, while the generator can laundering behaviors.
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2.4 Application of Rule Systems in Financial
Regulation

Rule systems are a common technology used in
financial regulation, which identifies potential
risks and violations by predefined rules. In AML
monitoring, rule systems can set off alarm
conditions based on transaction amount,
transaction frequency, transaction patterns, and
other parameters. However, traditional rule
systems may struggle to adapt to the rapid
changes and complexities of money laundering
behaviors. Therefore, combining deep learning
and GANs with rule systems can improve the
flexibility of rules and the accuracy of the
monitoring system. Deep learning can be used
to optimize the generation of rules, while GANs
can help evaluate and test the effectiveness of
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these rules, ensuring that the rule system can
adapt to new money laundering methods.

3. System Design and Methodology
3.1 System Architecture Design

The architecture design of the AML suspicious
transaction monitoring system proposed in this
study aims to achieve an efficient, scalable, and
maintainable solution. The system architecture
mainly consists of the following core modules:

e Data Collection Module: Responsible for
real-time collection of user transaction
data and personal identity information.

e Data Preprocessing Module: Cleans,
transforms, and normalizes the collected
data for subsequent analysis.

e Feature Engineering Module: Extracts



features from the preprocessed data that
aid in the identification of money
laundering behaviors.

e Deep Learning Model Module: Analyzes
transaction data using deep learning
algorithms to identify suspicious
transaction patterns.

e Generative  Adversarial = Networks
(GAN) Module: Enhances the model’s
ability to recognize money laundering
behaviors through the interaction of

Journal of Progress in Engineering and Physical Science

generators and discriminators.

¢ Rule System Module: Assists the deep
learning model in identifying suspicious
transactions based on predefined rules.

e Monitoring and Early Warning Module:
Monitors and warns of suspicious
transactions in real-time according to
the model’s analysis results.

e User Interface: Provides an operational
interface for system administrators and
analysts to monitor and manage.
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The system architecture design considers
modularity and hierarchy to support future
functional expansion and maintenance.

3.2 Data Collection and Preprocessing

Data is the foundation of the AML monitoring
system. The data collection module of this study
will obtain data from multiple sources,
including bank transaction records, user
personal information, and historical suspicious
transaction cases. The data preprocessing
module is responsible for processing raw data,
including handling missing values, detecting
outliers, and data normalization, to improve
data quality and provide accurate inputs for
subsequent feature extraction and model
training.

3.3 Deep Learning Model Construction

The deep learning model is the core of the
system. This study will construct a deep neural
network that can automatically learn complex
patterns and features from transaction data.
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Model construction includes selecting an
appropriate network structure (such as CNN,
RNN, or LSTM), defining a loss function, and
setting training parameters. In addition, this
study will explore the use of transfer learning
technology to improve the accuracy of the
monitoring system by leveraging models trained
in other domains.

3.4 Design and Implementation of Rule System

The rule system is an important tool to assist the
deep learning model. This study will design a
rule-based system that includes a series of rules
based on expert knowledge and historical cases.
These rules will be used to identify anomalies in
transactions, such as frequent large transactions
in a short period, transaction patterns similar to
known money laundering cases, etc. The design
of the rule system will consider the
configurability and scalability of the rules to
facilitate updates based on new money
laundering methods and strategies.
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3.5 System Evaluation Methods

The effectiveness evaluation of the system is key
to ensuring its reliability. This study will use
various evaluation methods to test the
performance of the monitoring system,
including accuracy, recall, F1 score, and other
indicators. In addition, this study will evaluate
the model’s generalization ability and practical
application effects through cross-validation and
A/B testing. System evaluation not only focuses
on the models technical indicators but also
includes user satisfaction and ease of operation
assessments.

4. Transaction Information Collection and
Processing

4.1 Design of Transaction Information Collection
Unit

The transaction information collection unit is the
foundation of the AML monitoring system,
responsible for real-time collection and storage
of user transaction data. The design of this unit
considers the comprehensiveness and timeliness
of data to ensure that all relevant transaction
activities can be captured. The design includes
the following key aspects:

e Data Source Access: Implement
interfaces with banking systems to
automatically obtain transaction

records, including transaction amounts,
times, frequencies, account information
of both parties involved the
transaction, etc.

in

e Data Collection Strategy: Develop
efficient data collection strategies to
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ensure the integrity and consistency of
data, while considering the impact of
data collection on the performance of
banking systems.

e Data Security and Privacy Protection:
Use encryption technology  and
anonymization processing during the
data collection process to ensure the
security and privacy of user data.

4.2 Design of Personal Information Collection Unit

The personal information collection unit aims to
collect detailed information related to
transactions for individuals or entities. The
design of this unit focuses on the accuracy and
legality of information, including;:

e Information Categories: Clearly define
the categories of information that need
to be collected, such as names, identity

card numbers, contact information,
addresses, etc.
e Information Sources: Determine the

sources of information, which may
include internal bank databases, public
records, partners, etc.

e Compliance Checks: Ensure that the
information collection process complies
with relevant laws and regulations, such
as AML laws and data protection laws.

4.3 Data Fusion and Feature Engineering

Data fusion and feature engineering are key
steps to improving the performance of the
monitoring system. This study adopts the
following methods:



e Data Integration: Integrate transaction
information and personal information to
form a unified data view for subsequent
analysis.

o Feature Extraction: Extract features from
the integrated data that aid in the
identification of money laundering
behaviors, such as transaction patterns,
fund flows, and behavioral anomalies.

e Feature Selection: Use statistical analysis
and machine learning algorithms to
select features that most contribute to
improving the performance of the
monitoring system.

4.4 Case Study: Implementation Details of Data
Collection

Through case studies, the specific details of data
collection implementation are demonstrated. For
example, analyze how the transaction data of a

amount of money

Sender Recipient
Dayl D A 1
Dayl D B 1
Dayl A E 1
Day2 B E 2
Day2 C F 1
Dayl G B 1
Day2 G C 1
5. Deep Learning Model Training and

Optimization

5.1 Training of Generative Adversarial Network
Models

Generative Adversarial Networks (GANSs) play a
crucial role in the AML monitoring system,
training generators and discriminators to
simulate and identify suspicious transaction
patterns. The training process includes the
following key steps:

e Data  Preparation:  Collect and
preprocess historical transaction data,
including normal transactions and
marked suspicious transaction samples.

¢ Generator Design: Design the generator
network structure to generate realistic
transaction data. Generators typically
use Multi-Layer Perceptron (MLP) or
Convolutional Neural Network (CNN)
structures.
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specific bank customer is collected, processed,
and analyzed:

e Data Collection Examples: Describe how
the daily transactions of a customer are
captured by the real-time monitoring
system, including transaction types,
amounts, and frequencies.

e Data Processing Procedures: Show the
transformation process from raw data to
data that can be used for analysis,
including data cleaning, transformation,
and normalization.

e Feature Engineering Practice: Analyze
how key features are extracted from the
customer’s transactions and personal
information, and how these features are
used for the training and prediction of
monitoring models.

the
to

e Discriminator
discriminator

Design:
network
distinguish between real transaction

Design
structure

data and data generated by the
generator. Discriminators usually adopt
binary classification networks,
outputting the probability of a
transaction sample being normal or
suspicious.

e Adversarial Training: Generate fake data
through the generator, the
discriminator performs the
discrimination of true and fake data,
then updates the parameters of the
generator and discriminator based on
the discrimination results, iterating in
this manner.

5.2 Integration of Rule Systems with GANs

and

Rule systems provide additional guidance and
constraints for GANs, helping the model better
understand the characteristics of money



laundering behaviors.
include:

e Rule-Guided Data Generation: Use the
money laundering features defined by
the rule system to guide the generator in
generating training samples that more
closely match actual money laundering
patterns.

Integration methods

¢ Rule-Enhanced Discriminator: Introduce
suspicious features identified by the rule
system during the training of the

discriminator to improve the
discriminator’s ability to recognize
suspicious transactions.

e Rule-Assisted Feature Selection:

Combine the money laundering features
defined in the rule system for feature
selection and engineering to enhance the
model’s feature expression capabilities.

5.3 Model Optimization Strategies

To improve the model’s performance and
generalization ability, the following optimization
strategies are adopted:

e Hyperparameter Tuning: Adjust
hyperparameters such as learning rate,
batch size, and network layers through
grid search, random search, or Bayesian
optimization.

e Model Regularization: Apply techniques
such as dropout, L1/L2 regularization to
prevent model overfitting and improve
the model’s generalization ability.

e Multi-Task Learning: Combine node
classification and subgraph
classification tasks to train the model to
identify individual suspicious users and

money laundering gangs
simultaneously, improving the model’s
comprehensiveness.

e Model Ensemble: Use model fusion
techniques, such as bagging or boosting,
to combine the prediction results of
multiple models to improve overall
performance.

5.4 Case Study: Model Training Process and Results

Through case studies, the specific process and
results of model training are demonstrated:

e Training Dataset Construction: Describe
how the training dataset is constructed
from actual bank transaction data,
including data division, augmentation,
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and annotation.

e Model Training Process: Detail the
process of model training, including
parameter initialization for generators
and discriminators, loss function
selection, and training iteration times.

e DPerformance Evaluation: Show the
model’s performance on the training
and validation sets, using accuracy,
recall, F1 score, and other indicators for
evaluation, and analyze the model’s
performance on different types of
transactions.

e Result Analysis: Analyze the results of
model predictions, identify the model’s
strengths and potential areas for
improvement, and propose suggestions
for further optimizing the model.

6. Suspicious Transaction Monitoring and
Early Warning

6.1 Design of Real-Time Monitoring Module

The real-time monitoring module is the core of
the AML monitoring system, responsible for
continuously analyzing transaction data to
identify suspicious activities. The design of this
module focuses on achieving high-speed data
processing and complex event processing
capabilities:
e Data Stream Processing: Use stream
processing technologies such as Apache
Kafka or Apache Flink to support
efficient processing of real-time data
streams.

e Event Identification: Develop event
identification algorithms to detect
anomalies in transaction patterns, such
as rapid fund transfers, large
transactions inconsistent with account
holder behavior, etc.

e Real-Time Analysis Engine: Build a
real-time analysis engine that integrates
deep learning models and rule systems
to analyze and score transactions in
real-time.

6.2 Suspicious Situation Analysis and Reporting

When the real-time monitoring module
identifies suspicious transactions, the suspicious
situation analysis module will further analyze
them and decide whether to report:

e Behavioral Analysis: Analyze whether
the transaction behavior matches the



user’s historical transaction patterns and
identified money laundering patterns.

Risk Scoring: Assign a risk score to each
transaction, and decide whether to
report suspicious activities based on the
scoring threshold.

Reporting Mechanism: Establish a
reporting mechanism to promptly
report confirmed suspicious
transactions to compliance departments
or regulatory agencies.

6.3 Bank Account Freezing and Thawing Strategies

Once a transaction is marked as suspicious, the

system will

initiate corresponding account

rnanagement measures:

Freezing Strategy: Develop a freezing
strategy to restrict accounts involved in
suspicious transactions to prevent
further fund transfers.

Investigation Coordination: Coordinate
with compliance departments and law
enforcement agencies for further
investigation of account holders.

Thawing Process: Establish a clear
thawing process to promptly unfreeze
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accounts once the investigation is
complete and no illegal activities are
confirmed.

6.4 Case Study: Application of Monitoring System in
Actual Scenarios

Through case studies, the effectiveness of the
monitoring system in actual applications is
demonstrated:

Case Selection: Select representative
cases, such as identified money
laundering cases, to analyze how the
system monitors and reports suspicious
activities.

Implementation Details: Describe the
application process of the monitoring
system in the case, including data
collection, real-time analysis, suspicious
transaction identification, and
subsequent processing.

Effectiveness Evaluation: Evaluate the
performance of the monitoring system
in the case, including the number of
successfully  identified  suspicious
transactions, false positive rate, and
investigation results.
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7. System Evaluation and Experimental Results

7.1 Evaluation Indicators and Methods

To comprehensively evaluate the performance of
the AML monitoring system, this study employs
various evaluation indicators and methods:

Accuracy: Measures the proportion of
transactions correctly identified by the

29

model, including normal and suspicious
transactions.

Precision: The proportion of
transactions marked as suspicious that
are actually suspicious.

Recall: The proportion of suspicious
transactions that are correctly identified



among all suspicious transactions.

e F1 Score: The harmonic mean of
precision and recall, used to measure
the overall performance of the model.

e ROC Curve and AUC Value: Receiver
Operating Characteristic (ROC) curve
and the area under the curve (AUCQC),

used to evaluate the model’s
classification ability.
Evaluation methods include:
e (Cross-Validation: Use k-fold

cross-validation to assess the model’s
generalization ability.

e Model Comparison: Compare the
performance of different models and
parameter settings to select the optimal
model.

e (Case Study: Evaluate the model’s
performance in practical applications
through specific case analyses.

7.2 Experimental Design and Dataset

The experimental
principles:

design  follows these

e Dataset Division: Divide the dataset into
training, validation, and test sets to
ensure fairness and accuracy in model
evaluation.

e Experimental Environment: Conduct
experiments in a unified hardware and
software environment to ensure the
reproducibility of results.

e DParameter  Settings:  Adjust key
parameters of the model to find the
optimal configuration.

The dataset comes from historical transaction
records of partner banks, including:

e Transaction Data: Covers various types

of transactions, such as transfers,
withdrawals, payments, etc.
e User Information: Includes basic

information of users and their historical
transaction behaviors.

e Annotation Information: Suspicious
transaction samples marked by experts
for training and evaluating models.

7.3 Analysis of Experimental Results
The analysis of experimental results includes:

Indicator
of

e Performance
Detailed analysis

Analysis:

the model’s
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performance on various evaluation
indicators, such as accuracy, precision,
recall, and F1 score.

¢ ROC Curve and AUC Value: Plot the
ROC curve and calculate the AUC value
to assess the model’s classification
performance.

e Case Analysis: Demonstrate the model’s
identification and early warning
capabilities in practical applications
through specific cases.

The experimental results show that the
proposed AML monitoring system performs
well on all evaluation indicators, effectively
identifying suspicious transactions with a low
false positive rate.

7.4 Discussion and Improvement Directions
The discussion includes:

e Model Performance: Discuss the model’s
performance the  experiment,
analyzing its strengths and weaknesses.

in

e False Positives and False Negatives:
Analyze the potential false positives and
false negatives in practical applications
and explore their causes.

e Improvement Directions: Based on the
experimental results and discussion,
propose directions for model and
system improvement, such as feature
engineering, model optimization, and
system integration.

Improvement directions may include:

e Feature Optimization: Further explore
and optimize features to enhance the
model’s identification capabilities.

e Model Ensemble: Attempt model
ensemble techniques to combine the
advantages of multiple models and
improve overall performance.

e Real-Time Performance: Optimize the
model’s real-time processing capabilities
to adapt to larger volumes of transaction
data.

8. Conclusion and Outlook
8.1 Research Conclusions

This study successfully constructed
evaluated an AML suspicious transaction
monitoring system based on deep learning. By
integrating Generative Adversarial Networks
(GANS), rule systems, and real-time monitoring

and



modules, the system effectively identifies
suspicious money laundering behaviors from a
large amount of complex transaction data. The
experimental results show that the system
performs excellently on all evaluation indicators,
with high accuracy, precision, and recall rates,
significantly the efficiency and
effectiveness institutions” AML
efforts.

improving
of financial

The main contributions of the system include:

e Technological Innovation: Combining
deep learning technology with the AML
field, proposing a novel monitoring
method.

e Model Optimization: Optimizing the
performance and generalization ability

of the model through adversarial
training and the integration of rule
systems.

e Real-Time  Monitoring:  Achieving
real-time analysis and early warning of
transaction = data, enhancing the
timeliness of monitoring.

8.2  Challenges and  Strategies for  System
Implementation

Although this study has achieved positive
results, some challenges still exist in the
implementation of the system:

e Data Privacy and Security: Ensuring the
privacy and security of user transaction
data during processing is an important
issue.  Strategies  include  using
encryption technology, anonymization
processing, and compliance reviews.

e Model Interpretability: Deep learning
models are often seen as “black boxes,”
with their decision-making processes
not transparent enough. Strategies
involve developing explainable Al
technologies to  improve  model
transparency and user trust.

e System Integration: Integrating the new
system  with traditional banking
business systems requires overcoming
technical compatibility and operational
habit challenges. Strategies involve
conducting system compatibility tests
and user training to ensure a smooth
transition.

8.3 Future Research Directions

Future research can explore the following
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directions in-depth:

e Model Generalization Ability: Study
how to further enhance the model’s

generalization ability in different
financial institutions and market
environments.

e Multimodal Data Fusion: Explore the
integration of text, image, and other
multimodal data into the model to
obtain richer transaction features.

e Anomaly Detection Algorithms:
Research more advanced anomaly
detection algorithms to identify new
and complex money laundering
strategies.

e International Cooperation and
Regulatory Compliance: Consider the
laws and regulations of different
countries and regions, strengthen
international cooperation, and jointly
combat cross-border money laundering
activities.
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